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[54] Name of Invention: A Radio Frequency Identification Security Device

[57] Abstract

An electronic key which is composed of a radio frequency identification (RFID) tag. Any time when

the electronic key is not inserted into a lock, it short circuit or breaking conductor between RFID tag device

and its resonant circuit or the antenna to block the RFID Input/Output (I/O). This is a security measure

which prevents un-authorized personnel from reading the code of the electronic key through a

secret/concealed reading device. As the electronic key is inserted into the electronic lock, the said circuit

uses a matching short-circuit strip to close the contact point (normally open application) of the key, or uses

a non-conductor spacer (separator) to open the short-circuited spring contact (normally closed application);

forming a closed loop circuit. Once the circuit is forming a closed circuit, it initiates wireless data

transmission from the electronic key to the electronic lock device.

(A simplified electrical schematic of the first application example of this invention is shown to the right)
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Patent Claims

1. A radio frequency identification (RF1D) security device, which includes:

A key, in which the said key is consisting of:

A RFID tag device, used to store data in the said key;

a driver (excitation) circuit that is coupled to the RFID tag device mentioned, used to provide

energy for the RFID tag mentioned for reading the data mentioned in the said key; and

a contact for the key that is coupled to the driver circuit mentioned, used to turn on or off the

driving circuit mentioned.

2. A radio frequency identification (RFID) security device as in Claim 1, in which the said driver

circuit is consisting of:

A resonance inductor; and

a resonance capacitor that is coupled to the resonance inductor mentioned.

3. A radio frequency identification (RFID) security device as in Claim 2, in which the resonance

inductor mentioned is a coil.

4. A radio frequency identification (RFID) security device as in Claim 2, in which the resonance

inductor mentioned is an antenna.

5. A radio frequency identification (RFID) security device as in Claim 2, in which the resonance

inductor mentioned is located on the RFID tag device.

6. A radio frequency identification (RFID) security device as in Claim 1, in which the driver circuit

mentioned is an antenna.

7. A radio frequency identification (RFID) security device as in Claim 1 , in which the key contact

mentioned is a normally open contact, such that when the key mentioned is inserted into the reading device,

it turns off the driver circuit mentioned.

8. A radio frequency identification (RFID) security device as in Claim 7, in which the normally open

key contact mentioned is located on the first outer side of the key mentioned.

9. A radio frequency identification (RFID) security device as in Claim 7, in which the normally open

key contact mentioned is located on both the first and the second outer sides of the key mentioned, such

that the insertion direction of the key mentioned is multi-directional (universal).



10. A radio frequency identification (RFID) security device as in Claim 1, in which the key contact

mentioned is a normally closed contact, such that when the key mentioned is not inserted into the reading

device, the driver circuit mentioned is shorted and is not functional.

11. A radio frequency identification (RFID) security device as in Claim 10, in which the normally

closed contact mentioned is located on the inside of the key mentioned.

12. A radio frequency identification (RFID) security device as in Claim 10, in which the normally

closed contact mentioned is located on the outside of the key mentioned.

13. A radio frequency identification (RFID) security device, which includes:

A electronic locking device; and

an electronic key, in which the said electronic key is consisting of:

A RFID tag device, used for storing data in the said electronic key;

when the electronic key mentioned and the electronic locking device are engaged, the driver

circuit is electrically coupled to the RFID tag device mentioned; for providing energy to the RFID tag

device mentioned to read the data mentioned on the electronic key, as the electronic key mentioned is

engaged to the electronic device mentioned; and

the key contact coupled to the driving circuit is used to switch on the driver circuit mentioned

when the electronic key mentioned is engaged to the electronic locking device mentioned.

14. A radio frequency identification (RFID) security device as in Claim 13, in which the said driver

circuit is consisting of:

A resonance capacitor; and

a resonance inductor.

15. A radio frequency identification (RFID) security device as in Claim 14, in which the resonance

inductor mentioned is located inside the electronic locking device mentioned, and when the electronic key

mentioned is engaged to the electronic device mentioned, it is coupled to the resonance capacitor

mentioned.

16. A radio frequency identification (RFID) security device as in Claim 14, in which both the

resonance inductor and the resonance capacitor mentioned are located inside the electronic locking device

mentioned, and when the electronic key mentioned is engaged to the electronic device mentioned, they are

coupled to the RFID tag device mentioned.

17. A radio frequency identification (RFID) security device as in Claim 14, in which the resonance

inductor mentioned is a coil.

18. A radio frequency identification (RFID) security device as in Claim 14, in which the resonance

inductor mentioned is an antenna.



19. A radio frequency identification (RFID) security device as in Claim 14, in which the resonance

inductor mentioned is located on the RFID tag device mentioned.

20. A radio frequency identification (RFID) security device as in Claim 1 3, in which the driver circuit

mentioned is an antenna.

21. A radio frequency identification (RFID) security device as in Claim 13, in which the key contact

mentioned is a normally open contact, such that when the key mentioned is not engaged to the electronic

locking device, the driver circuit mentioned is disconnected.

22. A radio frequency identification (RFID) security device as in Claim 21, in which the normally

open key contact mentioned is located on the first outer side of the electronic key mentioned.

23. A radio frequency identification (RFID) security device as in Claim 21, in which the normally

open key contact mentioned is located on both the first and the second outer sides of the electronic key

mentioned, such that the insertion direction of the electronic key mentioned is multi-directional (universal).

24. A radio frequency identification (RFID) security device as in Claim 13, in which the electronic

locking device is including:

A reading device, used for reading the data transmitted from the electronic key mentioned when

the electronic key and the electronic device mentioned are engaged; and

a first inductance element coupled to the reading device mentioned, used to transmit signal to the

driver circuit of the electronic key mentioned, when the electronic key mentioned is engaged to the

electronic locking device mentioned.

25. A radio frequency identification (RFID) security device as in Claim 24, in which the electronic

locking device is also including:

A second inductance element that is coupled to the first inductance element mentioned; and

connecting components coupled to the second inductance element mentioned, for forming the

driver circuit mentioned, when the second inductance element mentioned is engaged with the electronic key

mentioned.



Descriptions

A Radio Frequency Identification Security Device

Background of Invention

Field of Invention

This invention is pertaining to a radio frequency identification (RFID) security device, especially

concerning a RFID tag device that is forming an electronic key; when the key is not inserted into a locking

device, where the electronic key is using a contact element, or through an antenna or a resonance inductor,

to short or open the RFID tag device, blocking off the RFID I/O (input/output),.

Description of Current Technology

For a long time, electronic key has been used to prevent unauthorized entry to a restricted area.

Recently, there are several types of electronic key are available in the market place. Although, different

type of electronic keys is functioning to some extent, however, each has certain disadvantages.

One of such electronic keys is an electronic key based on an EEPROM (electrically erasable

programmable read only memory) in series. To operate keys based on an EEPROM in series required 4 -

5 separate contacts. The contacts are used for power, ground, clock, and data, respectively. Two

contacts may be used for data transmission (i.e., one for input contact, and the other for output contact).

For keys based on an EEPROM in series each of the multiple contacts must maintain proper contact, for

transmitting through clock and data information. When a key is used in an apartment or hotel, guest

returning from a swimming pool may insert a wet key into a lock, which may cause poor contacts or shorts

between contacts, so that data can not be properly transmitted, therefore, unable to open the lock. In

addition, inserting the key with wrong polarity into the lock may also damage the electronic circuit or the

EEPROM device, rendering the key useless. Therefore, moisture, insertion polarity, and wear and tear

and/or damage of multiple contacts are the existing issues on this type of electronic key.

A second type of electronic key is using a RFID tag for access control. In this type of keys, a card or

a tag is presented to a reading device to gain access to a building. In majority of cases, this type of key is

used for identification rather than for security purpose. Since this type of key is not very secure, therefore,

there is a concern when this type of electronic key is used for security purpose (for locks in an apartment

and hotel). Concealed reader, even a battery operated reader, may apply power to the tag and steal its

code without the knowledge of the user, even though the tag is still in the pocket or purse of a user.

One of the approaches to resolve the related security issue of the access control RFID tag is to use an

encrypted electronic key. Several types of such electronic keys are available include algorithm encrypted

chip (die). Certain algorithm encryption is allowing the code on the electronic key to be encrypted and

changed every time the key is being read. Although these types of electronic keys may prevent

unauthorized "code stealing", however, they are much more expensive than the RFID tag devices. For

this reason, there is price for security.



Therefore, there is a need for providing an improved RFID security device. An improved RFID

security device must not require several contact points for data transmission. An improved RFID security

device must also be universal on polarity. An improved RFID security device must not be affected by

environmental factors. And an improved RFID security device must also be able to be used for security

purpose and is "code stealing" resistant. The improved RFID security device will use a RFID tag device

to form an electronic key. Whenever a RFID security device is not inserted into the lock, the improved

RFID security device will make the contact of the circuit between the RFID tag memory device and the

antenna or resonance inductor to be shorted or open; thus prevent unauthorized persons from reading the

key through a concealed reader.

Descriptions of Invention

According to one application example of this invention, one of the objectives of this invention is to

provide an improved RFID security device.

Another objective of this invention is to provide an improved RFID security device which does not

require several contact points for data transmission.

Another objective of this invention is also to provide an improved RFID security device which is

universal in polarity.

Another objective of this invention is also to provide an improved RFID security device which is not

affected by environmental factors.

Another objective of this invention is also to provide an improved RFID security device which can be

used for security purpose and is an improved RFID security device and which is "code stealing" resistant.

Another objective of this invention is also to provide an improved RFID security device which is

using a RFID tag device to form an electronic key.

Another objective of this invention is also to provide an improved RFID security device that any time

when a RFID security device is not inserted into a lock, the improved RFID security device will make the

contact of the circuit between the RFID tag memory device and the antenna or resonance inductor to be

shorted or open; thus prevent unauthorized personnel from reading the key through a concealed reader.

Yet another objective of this invention is also to provide a device mentioned that is lower in cost

comparing to an encrypted device.

Brief Descriptions of Preferred Application Examples

According to one application example of this invention, this invention discloses a radio frequency

identification (RFID) security device. The radio frequency (RFID) security device is an electronic key.

The electronic key uses a RFID tag device to store data on the key. A driver circuit is coupled to the RFID

tag device and can provide energy to the RFID tag device and reading the data on the electronic key. The

driver circuit may be a tuned resonance circuit or an antenna. Key contact is coupled to the driver circuit,

and is used to turn on or off the driver circuit. Once the electronic key is activated, data can then be

transmitted from the electronic key.



According to another application example of this invention, this invention discloses a radio frequency

identification (RFID) security device. The RFID security device uses an electronic locking device and an

electronic key. The electronic key has an RFID tag device that is used for storing data. When the

electronic key and the electronic locking device are engaged, the driver circuit and the RFID tag device are

coupled electrically. The driver circuit may be a tuned resonance circuit or an antenna. The driver

circuit is used to provide energy to the RFID tag device, and to read the data from the electronic key when

the electronic key and the electronic locking device are engaged. When the electronic key and the

electronic locking device are engaged, the contact of the electronic key is coupled and connected to the

driver circuit. When the electronic key and the electronic locking device are engaged, the electronic locking

device is reading data transmitted from the electronic key through a reading device. When the electronic

key and the electronic locking device are engaged, a first inductive element is coupled to the reading device,

transmitting signal to the driver circuit of the electronic key. A second inductive element is coupled to the

first inductive element. A circuit shorting component is coupled to the second inductive element, allowing

the second inductive element to couple to the electronic key to form the driver circuit of the electronic key.

In conjunction with the attached figures, the preferred application examples of this invention are

described below, so that the above mentioned and other objectives, characteristics, as well as advantages of

this invention, will be even more clearly described.

Brief Descriptions ofAttached Figures

Figure 1 is a simplified electrical schematic of the first application example of this invention.

Figure 2 is a simplified electrical schematic of the second application example of this invention.

Figure 3 is a simplified electrical schematic of the third application example of this invention.

Figure 4 is a simplified electrical schematic of the fourth application example of this invention.

Figure 5 is a simplified electrical schematic of the fifth application example of this invention.

Figure 6A is a top view of an implemented device of this invention.

Figure 6B is an end view of an application example of an implemented device of this invention

described in 6A.

Figure 6C is an end view of a second application example of an implemented device of this invention

described in 6A.

Figure 7A is a top view of another implemented device of this invention.

Figure 7B is an end view of an application example of an implemented device of this invention

described in 7A.

Figure 7C is an end view of a second application example of an implemented device of this invention

described in 7A.

Figure 8A is a top view of yet another implemented device of this invention.

Figure 8B is a side view of an implemented device described in 8A.

Figure 8C is an end view of an implemented device described in 8A.

Figure 9 is a simplified electrical schematic of yet another application example of this invention.



Detailed Descriptions of Preferred Application Examples

Referring to Figure 1, which is depicting an improved electronic key 10 (referred to as key 10 below)

of the First Application Example. The key 10 is using a radio frequency identification (RFID) tag device

12. The RFID tag device is programmed to store data in key 10. When the key 10 is inserted into a

locking device (not shown), the reading device (not shown) in the locking device is reading the data stored

in the RFID tag device 12. If a proper electronic key 10 is inserted into the locking device, then the

locking device will be released.

In order to read the data in the RFID tag device 12, the driver circuit 14 is engaged to the RFID tag

device 12. The driver circuit 14 is used to provide energy to the RFID tag device 12, and to transmit data

signal back to the reader. The driver circuit may be a tuned resonance circuit or an antenna. In the

application example depicted in Figure 1, the driver circuit 14 is a tuned resonance circuit 14. The

reading device of the locking device sends out a carrier signal. The tuned resonance circuit 14 is using the

energy from the carrier signal to provide electrical power to the RFID tag device 12; which allows the

reading device of the locking device to read the data stored in the RFID tag device. The tuned resonance

circuit 14 includes an inductance element 16 and a capacitor element 18. The inductance element 16 may

be any kind of inductor, for example, an antenna or a coil.

Contact device 20 and tuned resonance circuit 14 are coupled. Contact device 20 is used to connect

or disconnect tuned resonance circuit 14. In the application example depicted in Figure I ,
contact device

20 is a normally open contact. When the key 1 0 is inserted into the electronic locking device, the shorting

strip in the locking device closes contact device 20, thus forming a closed tuned resonance circuit 14.

Once the tuned resonance circuit 14 becomes a closed circuit, it initiates the supply of power to the RFID

tag device 12 and transmission of data from the key 10 to the electronic locking device.

Referring to Figure 2, which is depicting a second application example of the key 10; in which similar

numbers and symbols are used to represent the same elements. The application example is very similar to

the application example depicted in Figure 1 . The main difference is that contact circuit 20 is used to

establish an open circuit between the entire tuned resonance circuit 14 and RFID tag device 12. In the

application example depicted in Figure 2, the contact device 20 is a normally open contact. When the key

10 is inserted into the electronic locking device, the shorting strip in the locking device closes contact

device 20, thus forming a closed tuned resonance circuit 14. Once the tuned resonance circuit 14 becomes

a closed circuit, it initiates the supply of power to the RFID tag device 12 and transmission of data from the

key 10 to the electronic locking device.

Referring to Figure 3, which is depicting a third application example of the key 10; in which similar

numbers and symbols are used to represent the same elements. The application example is very similar to

the application examples depicted in Figures 1 and 2. The main difference is that a capacitor element 1

8

is located on the RFID tag device. The key 10 in Figure 3 serves similar function as the key 10's depicted

in Figures 1 and 2. In the application example depicted in Figure 3, the contact device 20 is a normally

open contact. When the key 10 is inserted into the electronic locking device, the shorting strip in the

locking device closes contact device 20, thus forming a closed tuned resonance circuit 14. Once the tuned

resonance circuit 14 becomes a closed circuit, it initiates the supply of power to the RFID tag device 12 and



transmission of data from the key 10 to the electronic locking device.

Referring to Figure 4, which is depicting a fourth application example of the key 10; in which similar

numbers and symbols are used to represent the same elements. The application example is very similar to

the application example depicted in Figure 3. The main difference is that in the driver circuit 14, the

inductive element 16 is an antenna. In the preferred application examples of this invention, the antenna is

a microwave antenna. The key 10 in Figure 4 is functioning in a similar fashion as the key 10's depicted

in Figures 1-3.

Referring to Figure 5, which is depicting a fifth application example of the key 10; in which similar

numbers and symbols are used to represent the same elements. The application example is very similar to

the application example depicted in Figure 4. The main difference is that the contact device 20 is a

normally closed contact device. The normally closed contact device 20 will establish a short circuit

between the terminals of the driver circuit 14, thus breaking off the key 10. In this application example,

when the key 10 is inserted into the electronic locking device (not shown), a non-conductor spacer forces

the shorted contact device 20 to open, thus turn on the driver circuit 14. Once the driver circuit 14 is turn

on, it initiates the supply of power to the RFID tag device 12 and transmission of data from the key 10 to

the electronic locking device. It should be noted that in the application example depicted in Figure 5, a

tuned inductor is used to replace the antenna. The tuned inductor is functioning in a similar fashion as

depicted in Figures 1-3.

Referring to Figure 6A, which is depicting a sixth application example of the key 10; in which similar

numbers and symbols are used to represent the same elements. The application example is very similar to

the application examples depicted in Figures 3 and 4 in which capacitor elements are mounted on the RFID

tag device; and very similar to the application examples depicted in Figures 1 and 2 in which the capacitor

elements 18 are mounted on an external module relative to RFID tag device 12. In the application

example depicted in Figure 6A, contact devices 20 are a pair of normally open contact elements; the pair of

contact elements may be on one or more sides of the key 10. In addition, as can be seen in Figure 6B,

contact devices 20 are extended (protruded) from the key 10; or may be as shown in Figure 6C, where

contact devices 20 are embedded in the key 10 allowing the contact elements to be flush with the key 10.

When the key 10 is inserted into the electronic device, shorting strips in the electronic device close contact

devices 20, thus forming a closed driver circuit 14. Driver circuit 14 may be a tuned resonance circuit or

an antenna. Once the tuned resonance inductor circuit 14 is forming a closed circuit or is in the alternative

(alternating current ?) status, the RFID tag device is coupled to the antenna, initiating data transmission

from the key 1 0 to the electronic locking device.

Referring to Figure 7A, which is depicting a seventh application example of the key 10; in which

similar numbers and symbols are used to represent the same elements. The application example is very

similar to the application examples depicted in Figures 6A - 6C. In the application example depicted in

Figure 7A, contact devices 20 are also a pair of normally open contact elements. However, in this

application example, one of the contact elements is located on one side of the key 10, while the other

contact element is on the other side of the key 10. As in the previous application example, as can be seen

in Figure 7B, contact devices 20 are extended from the key 10; or may be as shown in Figure 7C, where

contact devices 20 are embedded in the key 10 allowing the contact elements to be flush with the key 10.

As in the previous application example, when the key 10 is inserted into the electronic device, shorting



strips in the electronic device close contact devices 20 forming a closed driver circuit 14. Driver circuit

14 may be a tuned resonance circuit or an antenna. Once the tuned resonance inductor circuit 14 is

forming a closed circuit or is in the alternative (alternating current ?) status, the RFID tag device is coupled

to the antenna, initiating data transmission from the key 10 to the electronic locking device.

Referring to Figure 8A, which is depicting an eighth application example of the key 10; in which

similar numbers and symbols are used to represent the same elements. The application example is very

similar to the application examples depicted in Figures 7A - 7C. In the application example depicted in

Figure 8A, the primary difference is that the contact devices 20 are a pair of normally closed contact

elements 22. The normally closed contact elements 22 usually are a pair of normally closed spring

contact elements. In this application example, the key 1 0 is hollow. When the key 1 0 is inserted into the

electronic locking device, a non-conductor spacer will be inserted into the hollow key 10. The

non-conductor spacer is making the pair of normally closed contact device 22 open, thus connecting the

driver circuit 14. Once the tuned resonance inductor circuit 14 is forming a closed circuit or is not being

shorted, data transmission from the key 10 to the electronic locking device is being initiated.

Now, referring to Figure 9, which is depicting yet another application example of this invention, in

which similar numbers and symbols are used to represent the same elements. In this application example

which is showing a RFID security system 30 (referred to as the system 30 below). The system 30 is using

an electronic key 10 and an electronic locking device 40. In this application example, the electronic key

10 has a RFID tag device 12 which is programmed to store data in the key 10. The RFID tag device may

also further contain a capacitor element 1 8 located on the device. However, the capacitor element 1 8 may

be located on the die, module, or may not even be needed if an antenna is used. The contact device 20 is

coupled to the RFID tag device 10. In the application example depicted in Figure 9, the contact device 20

is a normally open' contact. In this application example, the contact devices 20 use a pair of contact

elements. One contact element is located on one side of the key 10, while the other contact element is

located on the other side of the key 10. As the application examples described in Figures 7A - 7C, the

contact devices 20 may be extended from the key 10 as can be seen in Figure 7B; or may be as shown in

Figure 7C, the contact devices 20 are embedded in the key 10, allowing the contact elements to be flush

with the key 1 0.

The electronic locking device 40 is using a reading device 42 to read the data stored in the RFID tag

device 12 of the key 10. The reading device 42 is coupled to the inductive element 44.

The reading device 42 is sending out carrier signal through an inductive element 44. The driver

circuit 14 of the electronic key 10, located inside the electronic locking device, receives the said carrier

signal. The driver circuit 14 provides power to the RFID tag device 12, using the energy from the carrier

signal; which allows the reading device 42 of the electronic locking device 40 to read the data stored in the

RFID tag device.

In the application example described in Figure 9, the electronic locking device 40 also has a second

inductive element 16. Similar to the previous application example, the second inductive element 16 is

combined with the capacitor element 18 to form a driver circuit 14. A connecting element 46 is coupled

to the second inductive element 16. When the key 10 is inserted into the electronic device 40, the

connecting element 46 in the electronic device 40 is connecting to the contact device 20, thus allowing the

driver circuit 14 to form a closed circuit. Once the tuned resonance inductor circuit 14 is forming a closed



circuit, it provides power to the RFID tag device 12 using the energy from the carrier signal transmitted

from the inductive element 44; which initiates data transmission from the key 10 to the electronic locking

device; thus allowing the reading device 42 of the locking device 40 to read the data stored in the RFID tag

device 12.

Although the invention has been described with specific figures through the preferred application

examples of this invention, technical persons who are in the field should understand that various changes in

forms and details may be made without departing from the.spirit and scope of this invention.



Attached Figures

(Figures 1 through 9, as described in earlier section, are attached).
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